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A New Perspective of Health and Information

Albert Einstein imagined riding a beam of light, and discovered relativity.  Jonas Salk imagined being a poliovirus, and discovered a vaccine.  Both of these inverted perspectives triggered great discoveries.  A new inversion of perspective in health is emerging, dealing with the shift from enterprise-centric to person-centric information systems:

 “The patient is the center of the health care universe, not the hospital. Information systems of the future have to be built around the patient - what his or her needs are, what services he or she receives, and what are the outcomes of our interventions and other efforts.   We have to be able to track all these things across geography and across time.  They will have to be unlinked to any specific organizational setting or geographical setting.  That will require a paradigm shift in how we view our technology in the future.”

To date, computers and information systems in health have been dominated by the organizations delivering health care.  They put their enterprise at the center, with patients at the periphery. The needs and survival of the enterprise were driving factors in the evolution of the system, the type of information collected, and the use of that information.

With the advent of mass interactive communication technology such as the Internet, we now have an infrastructure upon which to rethink the role of health and information.  The individual can be the center of their private health universe.  Within this universe, enterprises will compete by personalizing their services to their customers, rather than integrating their internal operations.  

A key component to this new model of health information is the notion of each person having  their own private information space, controllable by them, which holds their health information.  Those who need access to their health information are able to access this information in a secure manner that is mediated and tracked by the software under the control of the individual.

The mechanism, called Health e-Vault, is a radical shift from the traditional approach to the electronic medical record:

1. It is designed around the individual, not the health care provider.

2. It assumes that over the life of the individual, there will be a large number of providers, suppliers, and other associations involved with the individual’s health.  These will not be physically co-located. 
3. It assumes that information formats will be constantly changing, and that there will not be any “one correct way” to record health information.
4. It brings issues of trust, confidentiality, ownership, and access to health information to the forefront, making them critical success factors, rather than side effects of enterprise transaction processing.
5. It treats health care as only one extreme of the health spectrum.  The “normal” state of the individual is assumed to not be engaged in disease-based activities.

It supports and enhances the role of communications within a trusted community of interest as a key contributor to the health of the individual. 

This paper uses the term “person” rather than “patient” for several reasons:

1. The word “patient” implies a disease state and a provider who is treating it in a health care setting.  Ideally, the person would not be in the disease state in the first place.  

2. The goal of the system is to keep the person from becoming a patient, to live a healthy life independent of the disease process as long as possible. 

Similarly, it uses the term “health” rather than “health care” to shift the focus on the health process of the individual.  Health care is but one portion of the health process.

The Exploding Complexity Enterprise-Centric Information Systems

Health informatics has been attempting to solve the health information problem for the past 3 decades.  It has been working from the perspective of the enterprise, attempting to integrate the divergent sources of information into meaningful collections maintained by the enterprise.  The widespread automated, online health information system, however, is as elusive today as it has been for the past 30 years.  The industry, medical technology, computer technology, and medical knowledge are all changing faster than our integrated information technology has been able to cope.  Nomenclatures, coding schemes, government regulations, and payer needs have all expanded rapidly.  This has lead to explosive complexity that is rarely fully realized by anyone dealing with only a part of the problem.  Each sees their component as relatively simple, but is constrained due to “lack of integration” with the rest of the system.

A health care system is simply too complex and too dynamic to create a single, static definition of how information will flow.  In fact, it is impossible to define the components of the system in a single, static definition.  These components will vary by patient, by time, and by context of care.  There is no “One Correct Way” to deal with health information.  From a complexity science perspective, the “integration crunch” is the core of the problem, not a path to the solution. The answer to the search for a viable health information system lies in accepting the divergent and constantly changing nature of health information, rather than attempting to force a single enterprise-centric perspective on the field.

Whether or not the industry will soon solve its integration crunch dilemma is a matter beyond the scope of this paper.  This paper discusses an alternative – the inverted perspective – to design the information system from the point of view of the individual. There are many differences between enterprise- and person-centric health information systems.  The enterprise sees the person as an object to be acted upon, whereas the person sees the health care enterprise as only one piece of a larger puzzle:

“Health care providers typically define problems related to diagnosis, poor compliance with treatment regimens or continuing unhealthy behaviors, such as smoking or lack of exercise. Patients, however, are more likely to define problems of pain and other symptoms, their inability to function as they once did, emotional distress, difficulty carrying out prescribed regimens or lifestyle changes or fear of unpredictable consequences of the illness.”

In other words, the enterprise is solving one problem while the patients perceive another. The health care industry is largely driven by the survival needs of the organizations that comprise it.  Although nearly every health care enterprise will speak of “patient centered” thinking, there is an implicit, “within our enterprise” which must be inserted in front of this phrase.

These different views can be contrasted as follows:

Issue
Enterprise-centric system
Person-centric system

Purpose
Survival of the enterprise
Survival of the individual

Context
What is necessary for the survival and growth of the organization within its stated goals?
What improves the health of the individual?

Trust
Individual must trust entire system
Individual builds trust in community of interest, trusted third party for holding databases

Organization
Integrated around operating units/functions within the organization
Associated with many different and constantly changing set of providers and sources of information

Typical activity
Episodes of intervention 
Adopting healthy behavior, adjusting to injury, self-management, recovery, fitness, compliance with providers of health care

Continuity of care
Management policies and workflow
Concerned people and agents acting on behalf of the individual

Information System
Tied to organization chart
Tied to context of person’s needs, computer literacy and virtual community 

Authority
Single and management chain within the organization
The individual

Control
Policies, regulations, management chains
The individual, within constraints provided by regulation; community and social standards

Stakeholders in the enterprise model may be threatened by the person-centric model, because it displaces them from the center of the health care universe.  A trillion dollar industry does not change easily.  The patient-centric model may appear today to be too simplistic and not powerful enough to compete with the established industry.

In the 1980’s, Digital Equipment Corporation was a dominant force in the computer industry.  Their VAX/VMS computer system was immensely as the center of its own universe.  They saw little reason to change.  Ken Olsen, CEO, denounced PCs as “toys” and Unix as “snakeoil.”  A decade later, his company was purchased by Compaq, one of those “toy” computer manufacturers.  

What appears to be simple and “toy-like” in its early stages of development can hide tremendous power as it matures.  Industry after industry, such as retailing, investment services, banking, and others are all discovering that their established models are being dramatically changed by the Internet and the Web.  These changes come from the young upstart “attackers” rather than the established “defenders” of the current model.  It was the upstart Amazon.com, not the established Barnes and Noble, who created the online book sales market. 

A New Way of Coping with Complexity

Recent events and advances in information technology and complexity theory point to new ways with which to deal with complex adaptive systems.  Systems can grow organically from simple beginnings, rather than being built from complex requirements.  VISA International founder and initial CEO Dee Hock named this “chaordic.”
  In this model, complex adaptive systems grow from simple beginnings, increasing in complexity as a result of interaction with their environment.  Thus complexity “grows” evolutionarily rather than being “built” mechanically.                                                                          

Systems at this level of complexity are constantly changing and evolving.   They are in a state of “perpetual novelty,” which are not necessarily predictable.  We cannot understand them according to traditional mechanical or engineering terms, but must rather seek to understand and control the environment in which they operate. 

 The World Wide Web is a system which grew from simple initial conditions to become a major transformational force in the world today. The features that shaped the web were:

1. Simple Initial Conditions – the “primordial soup” from which the system emerged.  For the web it was three simple definitions: the Uniform Resource Locator (URL), Hypertext Markup Language (HTML), and Hypertext Transport Protocol (HTTP).  The simplicity of these initial conditions 

2. Constraints – the boundaries outside of which the web could not stray.  In the case of the initial web, this constraint was the Internet Protocol (IP).

3. Selection Criteria – the criteria by which success was replicated in the emerging web world.  For the web, this criterion is attention.  Web pages to which people pay attention survive, while those that are ignored die off.   

Systems growing according to the process will appear to be somewhat chaotic and disordered at first.  Over time, order appears from this apparently chaotic “primordial soup.” These features are emergent properties of the system; they were not designed into the web by a body of authoritative experts.  Today, we have search engines, virtual communities, and electronic commerce of far greater sophistication than was imaginable in pre-web days.  Authoritative strategic planning does not control the future growth of the Internet; an evolutionary process drives it.

Health e-Vault as a Starting Point

A network company advertises, “In the age of the network, there is no ‘there.’” This creates a need for a notion of “here” for an individual’s health information.

Health e-Vault is a portion of this larger vision of a person-centered view of health.  It is a convergence of many forces:

1. Patient Empowerment.  The notion that individuals are responsible for their own health changes the need for information to the individual.

2. The Internet.  This phenomenon is creating a much more “connected” society, providing an infrastructure in which people have much greater access to information.  At the same time, it has created a much greater need for privacy and confidentiality on the Internet.

3. Health Care Reform.  The need for portability and protection of health care information has created a need for a mechanism to provide health information to a variety of providers.

4. Complexity of health care.  Individuals do not get all of their health care from a single institution.  In addition to a primary care physician, they may use dentists, optometrists, chiropractors, specialists, counselors and others who are not part of a single enterprise.  They may belong to support groups, or rely on family or community resources. 

The health e-vault is a necessary initial condition that reflects the shift to person-centered health.  One vision of this person-centered system was developed by Dr. S. Robert Levine and others:

Vision:

To capture a promise of the information age, we envision a universally accessible system which can, through a variety of means, help direct individuals and families to the health information and resources they want and need to become full partners in promoting their health and achieving positive outcomes when ill. This system would link to a broad network of health resources through which all parties can share, in confidence, insight, expertise and knowledge, for the purpose of enhancing the health of individuals, families and communities, and improving the quality of our health care system.

Assumptions:
1. Individuals must be active partners in maintaining and restoring health, and caring for themselves and family members.

2. Individuals need assistance with health, developmental and life cycle crises/concerns.

Guiding Principles:
1. Good health is in large part a function of the assumption of the responsibility for health by the individual.

2. Individuals, parents and family members are experts in the health of themselves and families. In order to utilize this expertise they must have access to useful information and willing partners in the health profession and the community at large.

3. Making better decisions requires access to information which is trustworthy, comprehensible, valuable and personalized. It must respond to a specific interest, concern, or problem, and must reinforce specific actions which, over time, may be taken to solve these problems, maintain health and promote well-being.

4. Focus must be on information exchange, with an emphasis on sharing of experience, insight, expertise, and knowledge to enhance self-efficacy, support health decision-making, and reinforce positive actions (on the part of individuals, families, professionals, plans and policy makers).

5. An individual (or family) who is enabled to make better decisions in his or her (or family's) interest can improve health and moderate costs.

6. The questions posed, information shared, and outcomes of specific actions should continually influence the design of the system and contribute to improving the quality of health care and practice of medicine.

Access and Health Literacy


Not all patients can read.  Those who cannot face even more difficulties in dealing with the health care system:

The healthcare system in the United States is facing a recipe for disaster.  There is no more vulnerable population in this country than people who don’t read.  This group has the worst health, the least knowledge of health-promoting behaviors, and the fewest socio-economic resources to deal with those problems… our preliminary analysis shows that patients with inadequate literacy skills have a 50% increased risk of hospitalization, compared with patients who had adequate literacy skills…we can only speculate on the causes of excessive hospitalizations in this vulnerable population.  Less knowledge of self-care options, worse general health behaviors, and less ability to negotiate today’s complex healthcare system may all be major factors in the equation…

About 36 million people are eligible for Medicare in the United States…16 million [of the elderly] are functionally illiterate.  The average hospitalization cost per person per year for Medicare patients is $2,262…one might assume that a 25% to 50% increase in the cost of hospitalizations for Medicare patients with inadequate literacy skills.  If we accept these assumptions, increased hospitalization costs directly attributable to inadequate health literacy could total $8 to $15 billion per year.


One way of addressing this problem is to use interactive video technology.  Information could be communicated in short video clips, rather than just printed instructions.  Instead of viewing an active medication list, the individual could view videos of the drugs, with spoken instructions.

 
The information of the Health e-Vault could be communicated with video, including video mail. 

The Role of Trust


A critical component of the vault is the notion of trust. 


Computers and communications have triggered massive changes in our understanding of “the system,” and the information age is leading to revolutionary changes in control and authority in our society.  Information is bought and sold as a commodity.  We’ve moved from “Knowledge is power” to “Access to information is power.”  Access to health information by the consumer is rapidly growing.  An individual with a rare disease may have much more time and energy to research the problem than a physician allotted 12 minutes per patient.


Patients offer a tremendous amount of information to their physician; the bargain is that the physician is expected to use that information for their benefit.  However, as we weave an ever-growing web of interlocking financial, social, economic, and personal issues to health information, it is no longer possible to allow for this web to be controlled by “the system.”  Each individual has unique needs and concerns, there is no “one correct way” to decide who is privileged to see what information.


Dr. Denise Nagel of the National Coalition for Patients Rights worried that the current system is turning the doctor’s office into fishbowl instead of a safe harbor. The goal of the new system is to provide that private room in cyberspace.  A trusted third party mediates access to an individual’s health information outside of the source institutions.  Access to an individual’s information is under the control and visibility of that individual.  Information may be collected into zones, which contain independent areas with separate access privileges and communities of interest.


For example, Mr. Smith may want to share his active medication list with his primary physician, pharmacy A, optometrist, dentist, and chiropractor.  One day while picking up a prescription, he overheard two pharmacists gossiping about a customer, and realized that they may someday talk about his prescription the same way.  He decided to move to pharmacy B, and terminated pharmacy A’s access to his account.  Pharmacy A still has their own internal records, but they will have not access to his broader records.


His daughter has been diagnosed with a rare disease, and he searches the Internet for information.  He finds an on line support group for this particular disease, who have formed a very active community of those afflicted with this disease.  He finds a researcher, Dr. Jones, who is interested in his daughter’s case.  After checking with Dr. Jones HealthSpace seal to determine that he is from a recognized university, John decides to admit Dr. Jones to his daughter’s account.

Summary


The shift from enterprise-centric to person-centric health systems involves turning  the health care universe inside out.  Individuals move from the periphery to the center; technology moves from integrating the enterprise to personalizing around the individual.  Dramatically new webs of trust will form, as individuals seek health information in online communities of interest, and interact with each other in new ways. 
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