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HealthSpace Concepts

“Information and information technology is the glue that is going to hold the system together…[it] is going to increasingly replace bricks and mortar as the foundation of our system …this will require a paradigm shift in how we view information technology in the future.”

VA Under Secretary Kenneth Kizer

Executive Summary


If all the plumbing in a skyscraper burst because it was too brittle when the building flexed in a windstorm, we would not would not accept the explanation “that’s just the way plumbing is.” We would surely ask some probing questions about why the plumbing failed to operate under perfectly predictable conditions.

In many ways, plumbing in the health care information systems is bursting because it was too brittle.  The clock tick to the year 2000, hardly a “storm”, will cause nearly every program in the world to be reexamined.
  Oxford Health Plans stock plummeted recently when they announced that their computer conversion had failed and cost them $78 million.  The past three decades has seen many “deep pocket,” high technology companies invest hundreds of millions in integrated hospital information systems, only to withdraw in failure. Octo Barnett’s goals in proposing his original integrated system at Massachusetts General Hospital in 1965 could be used in nearly any hospital’s information systems plan today – as ambitious goals to be achieved with the next generation system.

 Rather than accept “that is the way computers are,” we should ask some probing questions about why current technologies have succeeded or failed.  Our primary concern when looking at new information technology should be flexibility and robustness – it is as if our healthcare skyscraper were undergoing a hurricane, tornado, and earthquake simultaneously.


Viewed from the perspective of adaptability, the VA’s current system fares remarkably well.  In its 15 years, it has adapted to four generations of computer hardware and operating systems.  The basic architecture pioneered by the VA was adapted system-wide for the Department of Defense, Indian Health Service, and other international health agencies.  It is a secure, durable, reliable system in doing what it was designed to do. Even today, the technology has hit no barriers in terms of size, scale, or complexity of operation.  The barriers it has hit, such as unacceptable user interfaces, can be described as “deferred maintenance.”  Solutions to these problems have been available for years – VA chose not to implement them.  If the VA decides to move to a new skyscraper, it must reevaluate its commitment to maintaining the infrastructure, and not allow neglected maintenance chores overwhelm it again.

Paradigm shifts are extremely difficult to describe and project, but easy to see after they occur.  This paper proposes a concept called HealthSpace as part of the New VA called for by Dr. Kizer.

HealthSpace is intended to provide a logical focal point for patient oriented health care.  It is intended to provide a secure, durable, flexible, trustworthy “space” for health care information across the open Internet.  It assumes that health information resides in multiple institutions, and that individuals have significant control over the access to their personal information.

The technology and organization of HealthSpace is based heavily on that used World Wide Web.  The web’s startling emergence only 5 years ago, and rapid growth and evolution today, force us to at least harmonize with – if not completely adopt – its technology.  

There are many issues that need to be addressed in HealthSpace, security being one of the critical.  Project PCASSO, an NLM sponsored effort to allow HIV patients access to their information over the Internet, is addressing this problem.
  VA has been prototyping web access to their DHCP system.
  The technology to “zone off” portions of the web for parental control may also be used to create HealthSpace zones for controlling access.  The World Wide Web Consortium, the group which is leading the evolution of the web, is actively is working to develop metadata (data about data) standards which can have far reaching effects on the problem of the medical record. 

One of the most challenging problems facing VA is access to information inside of DHCP.  The active data dictionary which maps the all of the DHCP databases was used to express contexts and relationships which are not readily expressible in the flat, two dimensional tables of the relational data base model which was the mainstream of business data processing.  This has cause endless frustration, with each side saying the other side was “not compatible.”

A new technology, XML (Extensible Markup Language), is an emerging solution to this problem.  Actively being developed by both Microsoft and Netscape under the auspices of the WWW consortium, it provides a powerful new way to deal with medical information.  A key component to XML is the Document Type Descriptor (DTD) which is remarkably similar to the File Manager’s data dictionary.  For the first time, it appears that the linguistic expressiveness used within DHCP can be communicated outside the system.

The WWW is an associated information system, consisting of loosely coupled autonomous entities.  This is a radical shift from traditional concepts of integrated information systems, which presume command and control within a single hierarchy.  The web is an evolutionary, adaptive technology based on principles of collective self interest – everyone joins the web out of their own self interest, which makes the web more valuable for all.  The web provides a collaborative space in which to form communities of interest, independent of time or space boundaries.  

HealthSpace applies these concepts to the VA’s healthcare setting. 

Information Technology for the New VA

The VA is undergoing unprecedented change, created by both internal and external forces.  Information technology, if applied properly, can act as an agent of change in the New VA envisioned by Dr. Kizer.

There is a wide array of information technology and organizational factors converging on the VA:

1. The Internet, health care reform, and interagency sharing of resources creates the need for a common “space” for a patient’s health information.  

2. The move from “brick and mortar” physical hospitals to patient centered care also moves the records for that patient.  When there is no single physical location of care, there needs to be a common place for their information, independent of the organizational and institutional shifts of the individual’s providers.

3. As federal agencies share more services and information, there needs to be “home” for that shared information.  There needs to be a mechanism to insure continuity of care when more than one institution is involved.

4. President Clinton’s Patient Bill of Rights gives individuals more access to their medical information.  As the need for informed decision making is stronger, who or what is responsible for holding that information?

5. Telemedicine blurs space and time considerations.  There needs to be a “home” for a interaction that crosses organizational and geographical boundaries.

6. As medicine moves to the concept of health care as a collaborative concept between patient and providers, there needs to be a trusted collaborative space.

7. Patient acceptance requires a secure, trustworthy system whose security policies and activities they trust and understand.

8. Web of trust issues create the need for a single, trusted focal point.  As health care information is scattered about multiple organizations (and patients themselves create their own sources), it becomes critical that there is an independent security mechanism controllable on an individual basis. 

9. The ever-increasing complexity of health care information systems mandates a fresh look at how we deal with complexity.  For example, VA and DoD both operate large scale, complex health care information systems.  Managing these systems within their own agencies is a significant challenge.  Tightly coupling these huge systems would complicate and slow down nearly every action taken by the two agencies.  Providing an independent buffer area for trusted information would minimize the disruption of existing systems and procedures, as well as maintain the autonomy of management.

10. Individuals may wish to allow others to access their health information.  They may want to allow a pharmacist at a local drug store, their optometrist, and their dentist access to their active medications lists.  They may want to maintain a private conversation and share certain portions of their records with a marriage counselor or religious advisor.  These decisions must be made on a personal basis, not institutional.

11. Individuals may want to customize their personal health information to their own particular needs.  They may want to track their exercise at a fitness center, track their moods with a daily self-assessment, or their weight.  They may or may not want to share this information with others.

12. Individuals may want to annotate or dispute their own health information.

13. People want to carry on private patient/provider communications in a secure, trusted framework.

14. The Internet is transforming how we communicate.  It is creating an “associative avalanche” in which information, people, and technology connect in new and novel ways.  In the coming decade, access to the Internet may become as prevalent as access to the television or telephone.  These computing and communications capabilities will become the physician’s “stethoscope of the future.”

15. The communications revolution is providing unprecedented power.  Computers can communicate around the world today as fast as the original DHCP computers could communicate within their own computer room.  Designing systems from a “state of connectivity” is a fundamentally different problem than designing them in isolation.

Presenting a paradigm shift is by definition a difficult job – it would not be a paradigm shift if it were easy.  It requires moving to a higher level of abstraction: 

“It must have required many ages to discover,” says Bertrand Russell, “that a brace of pheasants and a couple of days were both instances of the number two.”  To this day, we have quite a few ways of expressing the idea two:  pair, couple, set, team, brace, etc., etc. 

The old paradigm is supported by those who use specific words for specific instances of “two.”  The abstract concept of “twoness” is likely to be treated with suspicion: “why do I need this thing called two when I can use my existing words?”  Yet, moving from the specific to the general is a necessary step in going through a paradigm shift.  Problems which were previously addressed as “point solutions” – specific solutions to specific problems, will be subsumed by more general solutions

Some information technologists speak of integrating “best of breed” solutions” in a “plug and play” manner.  For each problem, the best solution is selected, and then integrated into a whole.   However, if this approach were used in designing an automobile, the resulting design might include the seats from a Rolls Royce for comfort, the chassis of a Miata for lightness, the engine of a Corvette for power, and the transmission of a Porsche for smoothness.

Anyone could see the faults of such an automobile.  However, in the plastic and somewhat invisible world of information technology, we frequently find their software equivalent.  The “goodness” of the system is defined to be adherence to requirements, and requirements are written from the point perspective.  The above automobile might well pass as a quality product, because it conforms to its requirements.  The problems with the car are seen to be a “lack of integration” not a fundamental failure in the design process.

The paradigm shift in information technology for the New VA must be based on broader, more fundamental concepts.  It must deal with the system from a higher level of abstraction, rising above “point solution” thinking.  The problem is not “lack of integration” but rather that we need to reassess how we deal with complex health care information systems.   

The Paradigm Shift in Health Care Informatics

Tim Berners-Lee, inventor of the World Wide Web, faced the problem of introducing a paradigm shift.  After writing his paper describing the concept of the web, he needed to demonstrate an application:

“In order to seed the Web with data, a second server was written which provided a gateway into a “legacy” phonebook database on a mainframe at CERN. This was the first “useful” Web application, and so many people at that point saw the web as a phone book program with a strange user interface.”

The shift to a patient-centered, rather than a hospital-centered health care system is an ambitious paradigm shift.  And like those who saw the first web application as merely a “phone book interface,” there will be those who see this paradigm shift as “just a computerized patient record.”   However, today’s hospital-based systems are but one application of a vastly more complex information/organizational environment.  

Dr. Kizer makes many references to a paradigm shift in his speech:

Kizer’s Speech
Effect on “New VA”

“We are in the nexus of more forces of change than just about any organization anywhere.”
VA will be encountering continuous change.  Its ability to adapt will be a predominant feature of the new paradigm.

Changing role of government
Government is being reinvented, itself  a paradigm shift of unknown scale or timetable.

Application of market forces
System is affected by market of supply and demand and consumer choice, not just centralized policies and procedures.

Explosion of scientific information and new medical technology
VA must establish direct, context-specific communications link between patient process and knowledge.  VA itself will participate in generating some of this knowledge.

We cannot solve problems by focusing on yesterday.
VA must “unlearn” some of its past behaviors, must define way of moving towards the future.

VA goal: help patients achieve their maximal attainable functionality.
Need to be able to adapt and define patient-specific “maximal attainable functionality.”

Our business is not hospitals or clinics or any other structural unit
Need to decouple health care and information systems from organization chart, physical structures.

Our business is seeing that patients get the care that they need.
Need to provide for continuity of care and quality of care even in heterogeneous environment.

Too often hospitals and professional disciplines have become an end in themselves.
Need to create a context-free environment which is adaptable to patient’s health care process.

Sophisticated information management is now a vital function of the organization.
In the future, the organization will be a function of the information technology.

We cannot pursue information technology as an end in itself.
IT must be directly connected to the patient and the patient care process.

It is a very turbulent world right now, the future is very murky. 
The future world is likely to become even more turbulent.  We must be able to progress even in murky circumstances.

Information technology is the glue that is going to hold things together.
We need to create an information environment recognizing information as a glue.

Information technology is going to increasingly replace bricks and mortar as the foundation of our system.
We need to provide a new “space” for health care.

Transaction-based hospital information systems are the way of the past.
We need to provide an new model of information processing, meeting all of the “new VA’s” goals.

The further away one gets from patient encounter or procedure, the less valuable it becomes
We need to provide ubiquitous access to the information.

If we are going to improve the quality of our services, then we must first measure everything which determines those outcomes.
There must be accountability built into the system, and these measures must be related to the Domains of Value expressed in Journey for Change.

We need to incorporate guidelines and clinical decision support tools that can be used at the time care is delivered.
These tools need to be an integral part of the new environment.

The transformative role of the web
The web must be an integral part of the new VA.

The web is a quick and cheap way to connect to healthcare providers.
The system must provide for secure, quick and cheap access via the web.

Patients will have direct access to medical knowledge via the web
This knowledge should be supported by the new system; VA must be a trusted source of information.  VA should protect against “Internet Quackery.”

IT will have key role in formulating perceptions about VA in the future
System should recognize that trust and perception can be as critical as knowledge and information.

We have to think big.
We need to think “big thoughts” about the future of the VA.  Also, VA is in a unique position to leverage its size, particularly if it can partner with DoD.  There are few organizations which have experience at this scale of operations.  We have to understand the scale of the VA. 

The President’s Patient’s Bill of Rights.


President Clinton announced on Nov. 20, 1997 that he accepted the recommendations of an Advisory Commission on Consumer Protection and Quality in the Health Care Industry.  This “Bill of Rights” will have significant impact on the VHA. In accepting the recommendations, the President: 

(1) challenged all private health plans to adopt the Commission's consumer bill of rights; 

(2) called on Congress to pass appropriate Federal protections into law; and 

(3) directed every federal agency (including the VA and DoD) that administers or manages health plans to adopt the protections of the bill of rights and to advise where they need additional legislative authority to do so. 

The Patient Bill of Rights: (concepts relating to this paper are italicized)

President Clinton’s Patient Bill of Rights
Effect on “New VA”

1. Access to Accurate, Easily Understood Information about health plans, facilities, and professionals to assist consumers in making informed health care decisions; 
Need to provide this information to Veterans; on line support groups, knowledge bases, and subject matter experts can be made available

2. Choice of Health Care Providers that is sufficient to ensure access to appropriate high quality care. This right includes providing consumers with complex or serious medical conditions access to specialists, giving women access to qualified providers to cover routine women's health services, and ensuring continuity of care for consumers who are undergoing a course of treatment for a chronic or disabling condition; 
Continuity of care must be maintained even when patient is seen by multiple institutions.

3. Access to Emergency Services when and where the need arises. This provision requires health plans to cover these services in situations where a prudent layperson could reasonably expect that the absence of care could place their health in serious jeopardy; 
Access to medical information is critical even in remote locations (possibly international).

4. Participation in Treatment Decisions including requiring providers to disclose any incentives -- financial or otherwise -- that might influence their decisions, and prohibiting gag clauses that restrict health care providers' ability to communicate with and advise patients about medically necessary options; 
Patients should participate in treatment decisions; health care is a collaborative process.  VA needs to provide “collaborative space” for this to occur.

5. Assurance that Patients are Respected and Not Discriminated Against, including prohibiting discrimination in the delivery of health care services based on race, gender, ethnicity, mental or physical disability, and sexual orientation; 
Guidelines can be based on evidence, not discriminatory procedures.

6. Confidentiality provisions that ensure that individually identifiable medical information is not disseminated and that provide consumers the right to review, copy, and request amendments to their medical records; 
Electronic forms of health information must be securely maintained in trustworthy “space.”  Consumers must have access to this information, and have the right to review, copy, and annotate their records.  Audit trails and transparent security policies can be used to assure this.

7. Grievance and Appeals Processes for consumers to resolve their differences with their health plans and health care providers-- including an internal and external appeals process; and 
These processes can be handled on-line.  Presumably, a collaborative model will reduce the need for these processes.

8. Consumer Responsibilities provisions that ask consumers to take responsibility by maximizing healthy habits, becoming involved in healthcare decisions, carrying out agreed-upon treatment plans, and reporting fraud.
VA can encourage this by creating a collaborative environment for health care.

What is the current paradigm?

The current paradigm in health care information systems and organization is derived from the systems engineering model.  Under ideal circumstances (a very rare state), the organization defines the requirements for the “to be” system.  These requirements are then implemented, either by purchasing the system or developing it.  The more complex the system, the more complex the requirements.  We manage complexity by breaking the system down into components, in a cognitive version of “divide and conquer.”

This model is a logical descendent from the “clockwork universe” philosophy developed by Newton, LaPlace, and Descartes.  If we knew the position and momentum of every particle in the universe, then we could theoretically predict their future position. The complexity of the universe was simplified to imagining billiard balls bouncing around frictionless tables.

This kind of thinking lead to extremely powerful tools for analysis and design of complex machinery, it even got us to the moon in the Apollo program.  The approach has had many successes in the past and has become deeply engrained in our scientific, medical, educational, and organizational thinking.

However, this approach makes many assumptions about the system and its environment.

The state of the art in commercial health care information systems is not particularly encouraging.  For example, the stock value of Oxford Health Plans dropped 62% in one day when they announced that they would lose $78 million due to a bungled computer system conversion:

“NEW YORK -- The managed-care landscape is littered with examples of health-maintenance organizations that recently have absorbed huge earnings shortfalls and charges due at least partly to problems with their computer-information systems

Technologically, systems companies don't appear yet to have products that can handle all the information needs of a large, multi-option HMO with 2 million or more members, industry observers said.

While such systems are capable of handling very large transaction volumes, they are hampered by limited flexibility in changing business options, he said (italics added).”

“By September 1996 Oxford thought its new $50 million system, dubbed Pulse, was ready. But the problems started almost immediately. The hardware and database software couldn't handle Oxford's rapidly growing transaction volume. And, as the company's 1996 annual report admits, "the hundreds of programs we developed internally had bugs that needed to be corrected." That was only to be expected with such a complex upgrade. But Oxford had made the unprecedented decision to throw out its old system when it moved to the new one. "No one ever does that," says Susan Johnson, a principal at benefits-consulting firm Towers Perrin. "Prudential probably spent 10 years testing and experimenting before they moved completely to the new system."

Many “deep pocket,” sophisticated companies have attempted to create integrated hospital information systems, and failed.  IBM, Baxter Travenol, and McDonnell Douglas have invested hundreds of millions of dollars, only to withdraw from the market.

The problems created by the year 2000 date are well known, causing hundreds of billions of dollars of expenses world-wide.  This problem was known to everyone from its inception; they fact that there would be a year 2000 has never been a surprise.  Yet the Information Technology industry has not been flexible enough to adapt to this trivial programming problem.  How can they be trusted to react to the massively challenging problems thrust upon them by the New VA?

The concept of a “computerized medical record” has been the holy grail of the medical informatics community for over three decades.  The goals of Octo Barnett’s original grant proposal for a computer based information system at the Laboratory of Computer Science at Massachusetts General Hospital are the same as many modern hospital information systems; we are still waiting to get there.  The industry has not created software which is adaptive to its environment.  According to the above quoted Wall St. Journal articles, this brittleness is causing is damaging the companies, not helping them become more adapted to their marketplace.

Basic Assumptions of the Systems Engineering Paradigm

The following is a list of the assumptions upon which the systems engineering paradigm is based.

The system is closed

There is a well defined boundary describing the limits of the system

There are a limited number interactions (interfaces) outside the system

These interactions are definable in advance

These interactions are well defined

The system is rational

There is a set of rules governing the behavior of system

Participants know the rules affecting them

Each user and component behaves according to the rules

The process is repeatable

The integrated behavior of the system does not create any conflict or paradoxes between components

The system does not modify or refer to itself

There is a set of requirements

Requirements can be unambiguously expressed

There are those who know or can find out the requirements

The requirements can be expressed independently from the operation of the system

The organization can come to agreement on a single set of requirements

Users know what they want without seeing it

The organization has the resources to develop the requirements

System can be decomposed and integrated

The whole system is equal to the sum of its components

Complexity can be reduced by breaking big problems into smaller independent components

The effects of integration will not change the components

Components developed separately can be integrated into a whole

There is an authoritative point of view from which requirements can be stated

An authority controls each component

The scope of control of these authorities can be integrated as their components are integrated

The authority accurately reflects the needs of users of the components

Other points of view can be subordinated to the authoritative point of view

Users whose needs are not met will not develop their own systems independent of the authoritative one

The functions of the system map closely with the functions of the organization chart.

The environment is fixed

The environment perceived at requirements time will stay the same during development and deployment.

Deploying the system does not change its environment

The environment has the capacity to support the system as it scales up

The behavior of the system can be understood by aggregating transactions

The basic unit of interaction is the transaction

Transactions are linear

“Bottom line” is achieved by “rolling up” transactions

The organization shares a common categorization of transactions

“Flow” is assessed by periodic “snapshots” and aggregations of transactions

The system can be optimized

There is a single value by which organization can be measured

There are predictable results from specific interventions

The system is optimized according to the aggregation of transactions

System is linear: a known stimulus will trigger a known response

System will scale and adapt

System designed “in the small” will operate in full scale operation

System will cope with growth of the organization

There are resources to accomplish the project

Time

Money

Management

Trust

The organization is developing the right system

Correctness is defined according to meeting requirements

People trust the deployed system

People trust the system to operate safely

People trust the system security

People trust the systems engineering paradigm

Organizational Acceptance

It is instructive to compare the Apollo program and a hospital information system to these assumptions.  They are nearly all met for the Apollo program, and nearly all not met in the case of a large scale health care systems. 

This is the “Adaptivity Gap;” our systems are being built upon assumptions that are not adaptive to the environment in which they operate. 

What have we learned from the current paradigm?

One of the most startling surprises of the 20th century will likely be the problems our computers had coping with the change in the year 2000.  These “century challenged” systems have the potential for bankrupting companies or disrupting major portions of our economy.

The fact that there was going to be a year 2000 was never a surprise to anyone.  The solution for dealing with the century was a trivial programming problem, if it were anticipated at design time.  It is one of the simplest, most predictable adaptations imaginable in a computer program.  Yet, nearly the entire industry has fallen prey to the problem.  If our systems and management approaches are so brittle that they cannot cope with this problem, what are the chances of them coping with unexpected, challenging problems emerging from the fog?

There are those who will say that the year 2000 problem is an exception, and that the established procedures and marketplaces for information technology are finely honed.  They would say that the opinions expressed in this paper are overly cynical and pessimistic.  Most of the problems we have are from too little application of the systems engineering problem.  The solution is more precision in our requirements, and more control over the process.  Anything else will lead to “helter-skelter” development.

These reactions are predictable from those clinging to the old ways in any paradigm shift.  Those who have a lifetime of education and experience in one way of thinking are not prone to give it up easily.

Our systems engineering approach has lead us to create systems which are brittle, unable to adapt to our needs for adaptation. 

Complexity Crisis

Attempting to deal with the complexities of growth and change by fixing the initial conditions ever more stringently leads to excessively brittle systems.  Making changes in these organizations is not a simple process.  Assistant Secretary of Defense Emmet Paige, Jr., a Lieutenant General, spoke of his difficulty in initiating change in the Department of Defense: “It took me 3 ½ years to get one DOD directive changed(not created, not building a complete new DOD directive(but just to get it changed.  And it didn’t have to leave the Pentagon.”

How can we make the transition to the new paradigm

“The behavior of two planetary bodies orbiting each other can be written down in terms of the elementary functions of mathematics…Nevertheless, it turns out impossible to combine the solutions of three two-body problems to determine whether a three-body system is stable.   Thus, the essence of the three-body problem resides somehow in the way in which all three bodies interact.  Any approach which severs even one of the linkages among the bodies destroys the very nature of the problem.”

HealthSpace Concepts.

Introduction to HealthSpace

HealthSpace is a concept which addresses the needs of the “New VA.”  It provides a secure, trustworthy, durable portion of cyberspace dedicated to the health information of the individual.  It is based on the dynamics of the World Wide Web, to take advantage of the growth and connectivity provided by this new medium.  Like the web, it is based the concept of collective self interest; everyone acting in their own self interest combines to make a better system for all.  It is based on open, evolutionary processes; it is “grown” rather than “built.”  Security is a key component of the 

· Association – rather than integration

· Processes – rather than events

· Open, evolutionary systems – rather than closed, mechanical systems

· Collaboration – rather than one way hierarchical communication

· Web Technology – rather than closed, proprietary systems

· Web of Trust – rather than after-the-fact security systems

Health is not a commodity which is traded according to the economist’s supply and demand curves.  One person’s increased health rarely subtracts from the health of another; in fact, it probably contributes to it.  It is possible for everyone in society to get healthier, at no loss to anyone.

Similarly, information is not a scarce resource subject to the laws of supply and demand.  Information or knowledge, particularly about health, can be communicated across the global infrastructure at very low cost, if any.  The problem is to determine which information is appropriate in a torrent of information.

HealthSpace is built upon the principle of collective self interest.  This means that participants are each acting according to their own self interest, which causes the whole system to improve.  It creates win/win situations to eliminate many causes of friction between organizations.  It allows each participant to maintain the maximum autonomy of their systems; if the organizations decide to integrate their operations more closely, it will adapt to that specific integration as well.

The Internet is both a role model and an infrastructure for HealthSpace.  The continuously increasing growth of the World Wide Web is an example of systems growing and adapting by collective self interest.  Each publisher generates content according to their interests and needs.  Each viewer browses hoping to find the information they want.  No one is forced into joining the web nor is there is no central authority, yet the web as a whole grows as a result.  This “virtuous circle” is the driving force behind the growth of the web.  Organizations which previously had very large commitments to proprietary systems are now abandoning them in favor of web based activities.  They are giving up closed, tightly controlled, “integrated” environments for open, loosely coupled “associated” environments. 

This “associative avalanche” effect is caused by organizations seeking the new commodity of the information age: consumer attention.  Organizations seek to associate and link their information to others in order to draw and maintain attention to their product or service.  The net effect of all these forces is that the web becomes larger and more useful to a larger number of people.

Key to the success of associated systems is the role of a trusted clearinghouse of information.  The Internet, for example, is highly dependent on the role of the Domain Name service, which allows global registration of internet resources.

Threats to identity and territory have been traditional causes of warfare in human society, indicating how deeply rooted these concerns have been in all societies.  On the web, “territory” is not a scarce resource.  A web site could provide hundreds of millions of pages of information if they wish.  These pages would not detract from any other site; they would not have to compete for territory from other web sites.

HealthSpace seeks to exploit these properties of the web.  Participants in HealthSpace will not lose “territory” to another organization by participating.  In fact, they will find their missions accomplished more easily and at lower cost by participating.

For example, VA could focus on developing Spinal Cord Injury (SCI) knowledge for HealthSpace, while DoD could focus on trauma care knowledge.  Both of these groups are investing in areas which are critical to their specific missions within the federal health care system.  These knowledge bases, however, also benefit the other agency.  DoD could access VA’s knowledge about SCI, and VA could access DoD’s knowledge about trauma care. 

Both agencies are acting according to their own self interest, neither is infringing on the other’s mission; costs for both agencies are reduced, and HealthSpace becomes a better environment.  This example, magnified thousands of times over for other activities, illustrates the potential of HealthSpace.

In order to accomplish this, several key concepts must be addressed:

Identity. Names of patients, providers, sources of information, medical objects, locations, drugs, medical nomenclatures, and the metadata of the system all need to be handled in a mutually understandable way.   A major portion of HealthSpace resources will be taken up by various naming systems and directories. 

Trust.
Growing and maintaining the web of trust surrounding the HealthSpace is critical to the success of the system.  This entails very strong security mechanisms, but it also involves active, continuous participation to insure that trust is maintained.  Note that trust is perception as much as reality.  For example, even though the risk of entering a credit card over the Internet is less than other paper-based uses, the public is reluctant to use them out of a generalized fear.  By localizing medical information to a known community of interest and providing audit trails for access.

Scalability.  Like the web, HealthSpace must be highly scalable, meaning that its operation is not degraded as the system increases in size.  There must be no inherent limitation to the growth of the system.  This is a critical concept for both the VA and DoD, as well as HealthSpace in general.  We can designate a system with 1000 (103) interconnected elements as “order 3” and a million (107) elements “order 7.”  VA and DoD are both approximately order 7 systems.   The web is about order 9, growing to 10.
  A federal HealthSpace could easily become an order 8 system.   Designing order 8 systems is radically different from designing order 3 systems.  “Point” solutions which are acceptable in small scale are simply impossible in large scale systems.  However, many people evaluate systems “in the small” and fail to see the consequences of scaling to the “large.”

Metadata.  There is no central database administrator to the web.  It would not be the web if publishers had to submit their information requests to a central authority who would apply the principles of relational databases to an information domain as diverse, changing, autonomous, graphical, and chaotic as the web.  Search engines have emerged as ways of finding information.  This works to a certain extent, but it is not possible to discern the difference between the DNA in biology from Defense Nuclear Agency (DNA) in the federal government.  Metadata, (data about data), is the emerging technology to address this problem, and is a key component of the HealthSpace system.  Using metadata, information, a prescription could display the drug name, but internally it would also contain can be self-describing
.   It can hold embedded information with the “primary” data.  For example information saying, “This drug name was taken from Formulary ABC, revision 1/1/1996”

Capacity.  The amount of information surrounding a patient could easily equal the amount of information used to run an entire DHCP hospital a few years back.
  The computational power of what used to be considered a supercomputer will be available for the individual’s use.  The proliferation of images and general medical information can be expected to continue over the years, as well as the hardware and network capacities to support them.  HealthSpace must anticipate orders of magnitude growth in computing, storage, and communications capacities.  It must anticipate a globally connected environment in which information can be communicated globally faster than it can be communicated within “local” area networks today.

Transaction Processing

“It is becoming increasingly clear that transaction-based hospital information systems are the way of the past - despite the fact that they are the center of today’s system.”

Health is not a transactional concept.  It is not measured in debits and credits in precisely defined charts of accounts.  The information technology supporting health cannot be based on traditional transaction data processing technology.  We must deal with a diverse, multidimensional flow of activities and information.  The structure, content, and meaning of this flow are constantly changing.  It cannot be frozen into a single, static format across all individuals.  It cannot be bound to a single institution or provider.  These change frequently, and they are often shared.   

The notion of transaction-based processing is pervasive to our systems thinking.  We insert our credit card into an ATM machine, conduct a transaction, and remove cash.  At the end of the month, we get a complete listing of our transactions added together.  Transactions are precise, linear, and occur at a snapshot in time.   A hierarchical chart of accounts allows us to categorize transactions to form the bottom line of the organization.  Our computer systems are designed for transaction processing, allowing a bank to process millions of transactions per month.

The health care process is fundamentally different than transaction-based banking.  One cannot add a tonsillectomy, an appendectomy, and a hip replacement to calculate the “bottom line” of a patient’s health.  Health care process does not lend itself to the precise, predictable, linear snapshots from which transaction-based systems are built.

This paper introduces the notion of transformation to provide a conceptual foundation for understanding the health care process.  The transformation is a goal-oriented flow of activities.  A transformation can last a considerable length of time (the patient’s lifetime, for example), or it can last a few minutes. 

Comparison of Transactions and Transformations

Transaction
Transformation

Snapshot
Flow

Linear
Non-Linear

Assess by categorization
Assess by achieving goal

View of the organization 
View of the patient

Single dimension
Multi dimensional

Generally repeatable
Not necessarily repeatable

Precise
Imprecise

It would be a lot simpler if health care were a simple linear system of known inputs creating predictable outputs.  Problem A (precisely defined) gets solution B (which always works.)  Based on this predictability, we could optimize the health care system to do exactly the right thing in all circumstances.  However, the reality of the human condition is far more complex.  

The transformational model allows us to deal with a goal-oriented flow of activities in health care.  It allows us to express the full dimensionality and interplay between all of the interactions in the health care system.

There is a radical mismatch between the transformational view and the transaction-based systems that are prevalent in both the health care and computer industries.  This paper addresses some of these differences, and presents a model of transformational systems.

Towards a Transformational Infrastructure

“The patient is the center of the health care universe, not the hospital. Information systems of the future have to be built around the patient - what his or her needs are, what services he or she receives, and what are the outcomes of our interventions and other efforts.   We have to be able to track all these things across geography and across time.  They will have to be unlinked to any specific organizational setting or geographical setting.  That will require a paradigm shift in how we view our technology in the future.”

This paper describes a transformational infrastructure upon which to build the paradigm shift Dr. Kizer mentions.  It is based on the tools and technologies provided us with modern computing and communications technology. 

Inverted Perspective

Albert Einstein imagined himself riding a beam of light, and Jonas Salk imagined himself a polio virus.  They both used inverted perspective to make dramatic breakthroughs in their disciplines.  

Key to the transformational model is to use an inverted perspective, thinking about the individual patient or process rather than the hospital.  Traditional systems decompose the information system into the functional areas of the hospital, viewing the patient process as a set of transactions.  These transactions are then “rolled up” in their accounting system to reflect the efficiency or revenues of their department.

The transformational system must track activities and information based on the individual patient, which may or may not be based in a single hospital. The space enclosed by the bricks and mortar of the traditional hospital is not the appropriate home for the transformational system.  The “space” of the transformation is logical, located in cyberspace and the patient’s virtual community.  The space is dedicated to the individual.  It is not the province of a department or functional area of the organization.  Some of the health care processes may be hospital based, but even these will be 1) spread out over multiple hospitals, and 2) spread out over multiple providers.

The Locality of Health Care

It has been said that all health care is local.  Given our mobile population, telemedicine, and wide spread Internet access, what does this mean?  The space in which health care is localized now exists as pure information.  We will call this the transformational space of the patient.  This is an information and communications space, dedicated to the transformations relating to an individual.  In the past, the process space was the doctor’s office, the collaboration was the doctor talking to the patient or other clinicians, and the web of trust was implicit in the system.  The reference space was the doctor’s knowledge of medicine.  In the transformational model, all of these activities have become part of the transformational space.  This model integrates the process, collaboration, knowledge, and web of trust spaces.

HealthSpace

This space can has several interrelated components:

Transformational Space
Description

Process Space
The set of activities in progress concerning a person’s transformational goal.  This space contains information about the state of the transformation, including the history of the activity.

Collaborative Space
A communications commons in which the community of interest may discuss and collaborate on a person’s transformation

Knowledge Space
Information, knowledge bases, associations, guidelines, books, web pages, news groups, patient support groups, and other general information relating to a particular transformation.

Web of Trust
A definition of the individuals, organizations, and roles which are trusted with various privileges in an individual’s transformations.

The Process Space

The process space is the set of all things that a transformational agent does.   It includes a history of what has occurred, as well as the goals or trajectory of future activities planned.  It includes state information of current activities.   The process space allows designers to focus on the activity being undertaken, not the organization doing the activity.  This inversion of responsibility allows much greater focus on the individual patient, and decouples information technology from an organization chart.

The Collaboration Space

The collaboration space is a communications commons for the community of interest surrounding a specific process.  It provides group-oriented communications that is tightly coupled around the agent’s goals.  This concept is carried over from the design of MailMan, which allowed groups to discuss a common topic within a community of users.  It should be noted that this is a fundamentally different concept from traditional approaches to the medical record. The traditional medical record is a transactional log, an artifact of the organization managing the health care process. Building on the concept of “all of us are smarter than any of us” creating a collaborative space allows groups to communicate in focused discussions of the patient health care process.  It considers health care to be a collaborative process, involving the person’s full community of interest.

The Reference Space

The reference space represents the ability to refer to knowledge about a specific process from within the context of that process.  This allows “point and click” access to literature, knowledge bases, organizational learning databases, support groups, reminders, triggers, and other knowledge sources as they emerge on the Internet.

The Web of Trust

Current systems are based on systems-level security.  We trust the operating system, operators, and organization to operate properly.  In the days of a host operating system with terminals, this was a manageable concept.  In the current environment, where one user may be simultaneously connected to a dozen computers via the Internet and the Web, this model breaks down.  Network connectivity easily degenerates to a condition in which everyone trusts everyone else.  As our systems become ever more interconnected, such as one connecting the VA, DoD, and Indian Health Service, a new model of trust must be established.

We are accustomed to giving our credit card numbers over the phone, by fax, or even reader reply postcard.  Credit card slips end up in trash cans or unscrupulous employee’s hands.  The new Secure Electronic Transaction (SET) technology, however, provides a secure means of purchasing over the Internet.  The customer’s card number is never seen by the merchant, who sees only the acceptance from the customer’s card issuer.   Even though the information is being passed over the public Internet, all concerned have greater control and protection than previous paper-based systems.

The web of trust is something which must be “grown”, not “built.”  For example, VA does not accept certain DoD information because it is on the wrong (paper) form.  DoD, on the other hand, does not accept the VA network because they say it does not conform to C2 level of security.

This proposal builds a series of “baby steps” upon which a simple web of trust can be initiated.  As the system grows, through a process of collaboration and mutual understanding, the web of trust can expand to deal with progressively more powerful information and procedures.

Threats and Defenses in the Web of Trust

Threat
Defense

Masquerading
Authentication

Man-in-the-middle attack
Encryption

Address Spoofing
Firewall

Data Diddling
Encrypted message digest

Dictionary Attack
Strong Password

Replay Attack
Time Stamping or sequence numbering

Denial of Service
Authentication, service filtering in firewall

Inappropriate disclosure by authorized user
Logging, Auditing, Peer pressure

Exploding web of trust
Community of Interest focus

Loss of trust in “the system”
Scale down trust to community of interest, grow trust in the institution.

No one understands visibility of information
Transparent access to Healthspace policy

Multiple organizations access confidential information 
Trust the healthspace monitor to enforce security

Loss of continuity of care
Healthspace tracks processes according to policies

Activities “fall through cracks” 
Healthspace safety monitor tracks activities, can detect missing events.

Patient believes “internet quackery”
VA sponsors and moderates on-line healthcare user groups.

Software viruses
Antivirus software

Confusion as to visibility of information
Metadata embedded in web objects allows

“Bit rot” obsolescence of information
Durable design; metadata archives

Internet Quackery

Suppose someone posts a message on an Internet newsgroup that they cured their cancer by burying a potato at midnight.  This message is picked up by others who embellish the story and circulate their version, which seems to reinforce the original message.  Within days, newsgroups and chat rooms could be full of testimonials to the effectiveness of the potato-at-midnight cure.  Someone sends a message to 100,000 Internet users, claiming to “cure your cancer with the latest approach discovered over the Internet.”  As proof of the effectiveness, the “spam” message refers to over 40 reported instances of the cure located on the Internet.

Notwithstanding legal, ethical, and scientific problems with the above scenario, it could happen in a matter of days.   Those attempting to refute the claim could be attacked as conspirators caught up in the “medical industrial complex.”  The Internet is a very fertile medium for spreading conspiracy theories, but it is highly resistance to authoritative control.

These dynamics will come into play whether the VA takes an active role on the Internet or not.  Already, there are many veteran’s newsgroups and chat rooms; the VA has no control over what is said in these forums.  Like all communications media, it can be used for positive or negative communication.

The VA must actively manage its Internet image, so that it maintains a trusted relationship with the Veteran population.  This trust relationship is the keystone of the web of trust required in the “New VA.” 

Patient Access to the Web

Patients will be able to use the Internet to access more information about their conditions, and participate in self help groups on line.  This will change the way to VA does business:

“As a result of the availability of information on the Web, patients have ready access to research findings.  Indeed, it is not unheard of today, and in fact, it is becoming increasingly common for our patients to know more about a given condition or the latest in treatment options than does the physician or other healthcare provider.  Instead of being the source of information, or the fount of all wisdom, clinicians now a have a new job of interpreting information and helping patients make up their mind as to what treatment options or what diagnostic modality they want to utilize.  This will, again, require a different mind set as we provide these services in the future…as professionals, we have had a monopoly on the information about the diagnostic and treatment options of our patients.  Now, all that has changed...largely as a result of the Internet.”
 

A generation ago, people trusted their doctors as they made house calls with their black bag.  Today, this trust has been shifted to a system, of which the doctor plays an important, but partial role.  The “New VA” model shifts this trust to a community of interest, a more manageable (and possibly, more trustworthy) entity. 

The VA cannot fight these forces…the Internet is an overwhelming wave of change that will happen whether or not the VA adapts to the technology.  What the VA can do, however, is to become a trusted source of information over the Internet.

Health Care as a Collaborative Medium

HealthSpace views health care as a collaborative process, and itself as a collaborative medium.  This perspective is a radical shift in thinking:

“He [media philosopher Harold Adam Inns] sees control over communication media (such as a complex writing system controlled by a special class of priests) as a means through which social and political power is wielded.  New media technology, however, can break old monopolies.  The medieval Church’s monopoly over religious information (and therefore over salvation), argues Innis, was broken by the printing press.  The printing press bypassed the Church’s scribes and made the Bible and other religious material information widely available.  The same content, the Bible, therefore had different effects in different media.

Innis argues that the different media offer different opportunities for power and control.  A medium that is scarce or that requires special encoding or decoding skill is likely to be exploited by an elite class that has the time and resources to gain access to it.  Conversely, a medium that is very accessible to the common person tends to democratize a culture.”

Shrage points out the properties of successful collaboration:

1. Competence

2. Shared, understandable goal

3. Mutual respect, tolerance, and trust

4. Creation and manipulation of shared spaces

5. Multiple forms of representation

6. Playing with the representations

7. Continuous but not continual communication

8. Formal and informal environments

9. Clear lines of authority

10. Decisions do not have to be made by consensus

11. Physical presence is not necessary.

12. Selective use of outsiders for complimentary insights and information

13. Collaborations end

On-Line Support Groups 

In order to create public trust in the VA, it could sponsor and moderate on-line support groups which would become part of the patient’s knowledge space.

Integration and Association

Traditional systems are built around the concept of integration: an organizational perspective binds the elements of the system together into well defined, stable categories.

The chart of accounts integrates all of the financial activities of the organization.  As the organization grows, merges, splits, or adapts to a new environment, it must constantly maintain the “glue” which keeps the organization integrated.  This leads to increasing pressures and tensions on the organization, which can be called an “integration crunch.”  This forces organizations to devote an ever-increasing amount of resources towards maintaining its integrity.  Resources which could be applied to making the organization more adaptive are instead devoted essentially towards making the organization more brittle.

A key component of the integrated system approach is that it assumes that its elements are tightly coupled.  Maintaining this coupling is the core problem of the growth and evolution of the integrated system.

For example, the VA and DoD are unable to share paper based information, because the information is not presented on institution-specific forms.  An attempt to “integrate” information from the two agencies is thwarted by the fact that they have policies which require independent forms.   They are faced with an integration crunch: which agency should modify its forms in order to conform with the other’s requirements?

One solution would be to form an inter-agency integration effort, lead by an integration “czar” who would decide which agency had to make what changes.  This would impinge on the autonomy of the two agencies, which would make cooperation very unlikely.

Another solution would be to lift the integration requirements, and move to a loosely coupled associative environment.  In this environment, the validity of the information is based on authenticating the source and the transmission. 

Those who are steeped in the integration process will protest at the “loose” nature of the associative system.  How will we be able to do automatic drug-drug interaction analysis if we get data in incompatible formats?  How will be able to display flow sheets of lab data if the data is not all in the same format?

The associative system puts a premium on the value of connectivity.  Having a common human readable active medication list for all medications is in itself an accomplishment.  Whether or not the computer can automatically analyze them is a separate problem.  Having the human readable version, in fact, is a stimulus towards growing a compatible set of pharmacy records.

Imagine attempting to solve the problem of getting everyone in Europe to be able to communicate just before the invention of the telephone.  Our goal might be to get everyone to speak the same language and to provide a common telephone system, so that anyone could call anyone.  These are noble goals, but the integration problem of getting everyone to speak the same language is far greater than the association problem of getting everyone to have a telephone.  

Simply installing a telephone system would be a tremendous step forward towards the ultimate goal.  There would still be problems of communication as a Dane tried to call an Italian, but they could work around that problem by using a translator, a third language, or learning each other’s language.  The existence of the phone system would be a stimulus towards solving the problem of inter-cultural communication.

Similarly, the existence of an associative or connected health care system would provide a stimulus towards solving the problem of inter-disciplinary and inter-organizational communications.  Providers who provide only proprietary, closed information would find themselves at a competitive disadvantage.  An example can be drawn from the railroad industry in the middle of the 19th century:

“The [railroad] companies were intensely competitive.  But as they became larger and the scope of their operations expanded beyond relatively isolated geographical regions, they discovered the perils of excessive competition and the advantages of at least limited cooperation in the form of standardization of basic features of the system, such as the gauge, signaling, and inventory control.”

In other words, the railroads came together based on their collective self interest, rather than a centrally planned “integration” effort.  There is no central authority controlling the World Wide Web.  Rather, it is built on the concepts of collective self interest.  Publishers create material in the hopes of attracting attention.  Viewers browse the web looking for interesting material.  The more viewers, the more publishers.  The more publishers, the more viewers.  This “virtuous circle” is the driving force behind the explosive growth of the web.

Managing the Transformational Infrastructure

A good part of our understanding about organizations is based on metrics – how we measure things.  Transactions provide some of those metrics.  We sum the transactions, based on categories, and “roll up” the numbers to ever larger aggregations.  Based on these numbers, we can optimize the behavior of the organization.  

However, there are several problems with applying this kind of thinking to health care.  For example, how do we “optimize” health care?  If we seek to minimize cost, the transactional model would drive us to spending nothing on health care – all of the patients are going to die anyway.  If we maximize life expectancy, we could end up with nearly the gross domestic product (GDP) being spent on terminal life support activities.  Any one set of transactional measures can lead to awkward decisions.

Domains of Value


VHA’s Journey of Change
 defines five domains of value which define the organization in its environment and help in coordinating decisions and decision makers.  These also can be used to create a “fitness function” for controlling the evolution of the system.  Processes which enhance these values are “good,” those which do not are “bad.”
These values are:

I
Provide Excellence in Health Care Value

II
Provide Excellence in Service as Defined by Customers

III
Provide Excellence in Education and Research

IV
Be an organization that is characterized by Exceptional accountability

V
Be an employer of choice

Transactional Fallacies

The transactional model itself creates difficulties.  For example, if we aggregate cigarette sales and lung cancer treatment as goods and services of the GDP, we would optimize productivity by selling more cigarettes and treating more lung cancer.   The transformational view of the individual getting addicted to tobacco and later getting lung cancer would indicate an entirely different approach to the problem.  These fallacies occur frequently, whenever systems are designed and managed from the perspective of the organization, rather than the object being acted upon.  The snapshot effect, the assumption of linearity, and the information loss during aggregation all contribute to the problem.

Transformations deal with processes which change over time, not simply the snapshot of the transaction.  They retain the dimensionality of the problem, and the ability to track the process over time. 

If transformations are non-linear and multidimensional, then they cannot be simply added together like transactions.  We cannot add a tonsillectomy and an appendectomy and have them equal a hip replacement.  We could add the cost dimension of these transformations, but this presents only a portion of the overall picture.  Were these operations even necessary?  Were there alternatives?  Could they have been 

prevented? 

Transformational Management

“We are not in the hospital business.  We are not in the clinic or home care business.  We are in the healthcare business.  We are in the business of helping people achieve their best possible level of functioning – their maximal functional status.”

Managing a health care system and managing an individual’s health process are two different problems.   The railroads in the 19th century insisted on being a common carrier; the owned the roadway and the rolling stock which traveled the rails.  In many ways, the US health system has set itself up as a common carrier.  Each system owns their own infrastructure and access to it.

The transformational view does not presuppose a common carrier for health care.  It represents information relating to the individual, not the organization.  The individual is at the center of the focus, surrounded by many different providers, friends and relatives, stores, alternative medicine providers, pharmacies, support groups, and others.  It is a matter of choice and trust on the part of the individual whether to expose information to a local pharmacist or optometrist.  There is no longer a single, monolithic system which “manages” the health care of the individual.

Managing transformations is different than managing transactions.  A dynamic system built out of collective self interest is in many ways self organizing – look a the explosive growth of the World Wide Web.  There is no central manager, yet it is proving to be highly adaptive to changing needs.

If we cannot aggregate and add up transformations as we do transactions, how can we manage them?  This is a trick question in some ways.  Who said we needed to manage them in the first place?  It presumes that someone outside the individual is managing their health.  

An Implementation Approach

Properties of HealthSpace

Trust

Durability

Patient Focused Health Care

Involving the patient

Trusted agents

Learning organization (also, unlearning organization)

Transformational viewpoint

Safety

Continuity of care in dynamic environment not controlled by anyone

Respect for autonomy of federal agencies

Durability

Evolutionary

Open

Secure

Information Channels

Designing in a state of perpetual novelty

Dealing with torrents of information

HealthSpace is built on the concept of a trustworthy agent which guides and protects health care processes in a person’s healthspace. Each process for each patient gets an individual angel to watch over it.  It is a focal point for patient focused health care, and provide a context upon which medical knowledge bases, clinical guidelines, safety procedures, organizational learning data bases, and other medical information resources may related. The architecture is scalable; there may be thousands or millions of angels active at any moment across the entire VA and DoD health care systems.

Trustworthy Agents

Trust is an increasingly important issue in cyberspace.  As the information becomes more accessible via the Internet, modems, fax machines, etc. it is necessary to establish new trust relationships.  When VA requests Compensation and Pension information from the DoD, for example, the DoD must trust the VA that the information will be used in appropriate ways.  Patients must trust their doctors, providers must trust each other, and ultimately, VA and DoD must trust each other.

It may difficult, if not impossible, to build this trust over the entirety of both departments for all activities.   Individual departments within the same hospital can have problems trusting each other.  Scaling up the web of trust to include all of  both agencies is a daunting, if not impossible task. 

This design scales the problem down to much smaller and more manageable proportions.  It creates a community of interest around each health care process, tailored to that particular patient’s process.   This community is composed of those people or role-players who are interested in a specific patient.  Access to a particular process is formally defined and limited according to the Angel’s instructions.  All participants can easily find out the rules and visibility.  If new members join the community, all current members will see.  All participants are strongly authenticated using a common public key infrastructure (PKI).

Agents are programs which operate independently from any specific host computers.  They have an extended lifetime, possibly for years or decades.  They have a “home” base from which can be found.  Agents manage the community of interest around the process, maintain the transcript of what has happened, and link the process to guidelines or protocols which guide the process towards its goal.  

Guide and Protect

As health care is shared between facilities or agencies, it becomes ever more challenging to maintain continuity of care.  One of the angel’s roles is to guide these processes to insure that nothing “falls through the cracks.”  It does this by interacting with the appropriate guidelines and tracking activities.  The angel protects the process in a number of different ways.  A safety wrapper is attached around the process to insure that safety boundaries, such as drug or diet interactions, are not exceeded.  The angel also protects the process from unauthorized access, through the strong authentication mechanisms and encryption integrated into the public key infrastructure. 

Processes

Angels are attached to processes, which is a goal-oriented flow of activities.  These processes may be prescriptions, hip replacement surgeries, consult requests, scheduling requests, or administrative processes, for example.  The angel tracks the history of the process in the transcript, which is a time-stamped recording of past activities.

Knowledge base

“The wonderful thing about knowledge is that it is relatively inexpensive to replicate if you can capture it….Our challenge has been getting people to systematically capture the information the company needs to use both explicit and implicit knowledge repeatably.  In the case of explicit knowledge, that means recording the actual data.  In the case of implicit knowledge, it means keeping a record of the people who have the know-how to solve a problem so that others can find them when the need arises”

HealthSpace provides a platform upon which VA and DoD can profitably leverage their size and scope to improve both their explicit and implicit knowledge. The architecture provides a multiplier effect, so that it becomes worthwhile to invest in the knowledge collection and generation process.  Subject matter experts who are able to contribute their expertise to create guidelines or protocols for angels can do so once and have it reused thousands of times over. 

The development of knowledge and artificial intelligence systems for medical care have been discussed and demonstrated in academic settings for decades, but there has never been a “critical mass” of systems and users to make large scale, widespread deployment feasible.  

HealthSpace, if adopted by VA and DoD, would provide a platform for this development.  The architecture makes two significant contributions to the practical use of knowledge bases, both explicit and implicit:

· It is based on the concept of a process.  Knowledge can be coupled to specific processes, about a specific patient.  For example, users may access the knowledge base in the context of a patient in step 4 of the hip replacement process about a 64 year old male with a specific history and specific lab values.  This significantly reduces the information overload problem, and establishes specific contexts in which knowledge may be accessed and maintained.

· The community of interest concept allows the growth and development of implicit knowledge…the group can get smarter as they work together to solve a problem.  They can share their experiences with other groups formally or informally.  Both VA and DoD have found that MailMan constitutes about 25% of their DCHP and CHCS traffic.  This architecture extends many of the community and response tracking characteristics of MailMan into this new environment.

Organizational Learning

In Dr. Kizer’s Vision for Change
 paper, he sets the goal that the VA become a learning organization.  This is an entirely new way of looking at how organizations adapt and evolve.  The architecture provides a feedback mechanism allowing the organization to learn from its own experience.  HealthSpace provides a fertile context from which to practice the principles of the learning organization.  In an SRI International study, Diane McGinty Weston discusses aspects of the learning organization:

vision, values, and integrity;

dialog; and

systems thinking.
 

Each of these are supported in HealthSpace.  

This architecture scales the health care process down the individual health care process to a community of interest focusing on a specific patient.  It does not scale the process up to a massive VA/DoD joint integrated health care system managed by a federal health care “czar.”  However, it is designed to be scalable, so that the same small-scale process can be repeated efficiently across the network, and knowledge and feedback can be shared across the entire system.  Thus, it operates at both the small and intimate level of patients and their providers, as well as the unique large scale of VA/DoD wide sharing.

Community of Interest

A key concept which provides the glue for this architecture is the notion of a community of interest working on a specific process.  This provides a collaborative spacewhich shapes how a group deals with problems.  For example, if an office is equipped with a whiteboard, people will jot diagrams on it.  This becomes the collaborative space for the group, a place for shared dialogs to occur.  This is a fundamentally different form of communication such as white papers, books, or one-way “monolog” forms of communication.

Both VA and DoD have used MailMan extensively in the past.  It is different than other mail systems or news readers, in that it tracks the community of recipients and their progress in the discussion.   It forms a collaborative space around a discussion topic, in effect.  These community features of the MailMan are generalized in this design to become the community of interest managed by the angel.  Since MailMan is so heavily used and depended upon by the current CHCS and DHCP users, this provides a graceful growth path for future growth.

Apple computer visionary Alan Kay asks, “What does a medium ask you to become in order to use it?  In the case of print, the answer is a rational creature.  For television, a passive observer.  For the telephone, a conversationalist.” 

If we consider HealthSpace to be a medium for health care, we must ask the same question.  What are we asking the community to become?  The answer is, “collaborative partners in the health process of an individual.”  Collaboration as a tool in the information age has been neglected.  Adam Smith spoke of “division of labor”, not collaboration.  Marx spoke of the “labor theory of value,” yet left the collaborative processes that yield this value virtually unexamined.

The transactional view of labor (hours worked times rate of pay relates to productivity) does not recognize the value of collaboration.  The transformational view recognizes the value of co-labor in knowledge intensive work such as health care; the sense of “all of us are smarter than any one of us.”
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